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After completing this chapter, you will be able to:

Explain the process by which link-state routers learn about other networks.
Describe the types of packets used by Cisco 105 routers to establish and maintain
an OSPF network.

Explain how Cisco 105 routers achieve convergence in an OSPF netwark.
Configure an OSFF router ID.

Configure single-area OSPFvZ in a small, routed IPv4 network.

Explain how OSPF uses cost to determine best path.

Verify single-area OSPFv2 in a small, routed network.

Compare the characteristics and operations of OSPFv2 to OSPFV3.
Configure single-area OSPFv3 in a small, routed network.

Verify single-area OSPFv3 in a small, routed network.

Wy




u Te l ko m @; School of Industrial >

and System Engineering

UnEF SHORTEST PATH FIRST
PERKEMBANGAN OSPF

Interior Gateway Protocols

Interior Gateway Protocols Exterior Gateway
Protocols
[ Distance Vector Path Vector
P4 RIPv2 EIGRP SPFv2 1S-1S BGP-4
IPvE RIPng EIGRF for /| OSPFv3 1515 for BGP-MP
IPv6 \ IPv6
1989
1988 updated in

2008
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Classless Efficient

OSPF Features

Secure Fast Convergence

Scalable
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OVERVIEW OSPF

« Merupakan routing protocol open standar yang
diimplementasikan oleh berbagai macam vendor,
termasuk cisco

* Link state algoritma - Dijkstra
 Hop count unlimited

« Metrik : bandwidth

« Mendukung VLSM dan CIDR

« Terdapat konsep area untuk memudahkan manajemen
dan conftrol traffic

 Menyediakan desain hierarki dengan multiple area

Wy
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OVERVIEW OSPF

* Dari scalabilitas lebih baik dari RIP dan IGRP

 Mendukung autentikasi
« Konvergensi cepat
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OSFP MEMILIKI TIGA
TABEL

* Neighbor table
« Dikenal juga sebagai adjacency database
 Memiliki informasi directly connected router

« Command : show ip ospf neighbor

« Database table
» Disebut juga sebagai LSDB (Link state database)

« Menampilkan semua kemungkinan informasi route menuju
network dalam satu area

« Command : show ip ospf database

« Routing table
« Menampilkan best route menuju network tujuan

« Command : show ip route

', j
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KEUNTUNGAN OSFP

« Open standar

» Tidak ada batasan jumlah hop
« Loop free

« Konvergensi lebih cepat
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KERUGIAN OSFP

« Mengkonsumsi lebih banyak resource CPU
« Kompleks dalam hal desain dan implementasi
« Haonya mendukung protocol ip
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PERINTAH

Router (config) # router ospf <process id>

Router (config-router) # network <network id>
<wildcard-mask> area <areaqa-id>

Router (config-router) # network <network id>
<wildcard-mask> area <area-id>
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TABEL ADDRESSING

Perangkat |Interface |IP Address [Subnet Mask |Default Gateway
Fao/o 192.168.1.254 | 255.255.255.0 |N/A
R1 Fao/1 12.12.12.1 255.255.255.0 |N/A
Lol 172.16.1.1 255.255.255.0 [N/A
Lo2 172.16.2.2 255.255.255.0 [N/A
Fao/0 192.168.2.254 | 255.255.255.0 [N/A
RO Fao/1 12.12.12.2 255.255.255.0 [N/A
Lo3 172.16.3.3 255.255.255.0 |N/A
Lod 172.16.4.4 255.255.255.0 |N/A
51 N/ A VLAN 1 MN/A N/ A
52 N/ A VLAN 1 NS A N/ A
Laptop 1l |NIC 192.168.1.1 |2535.255.255.0]192.165.1.254
Laptop 2 |NIC 192.168.2.1 |2535.255.255.0|192.168.2.254
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KOMPONEN OSPF

OSPF Data Structures

Adjacency Meighhbor « List of all neighbor routers to which a router
Database Table has established bidirectional communication.
» This table is unique for each router.
« Can be viewed using the show ip ospf

naighbor command.

Link-state Topology « Lists information about all other routers in the
Database Table network.
(LSDB) « The database shows the network topology.

«  All routers within an area have identical LSDB.
« Can be viewed using the show ip ospf
database command.

Forwarding Routing » List of routes generated when an algorithm is
Database Table run on the link-state database.

« Each router's routing table is unique and
contains information on how and where to
send packets to other routers.

« (Can be viewed using the show ip routa

command.
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COMPONENTS OF OSPF (CONT,)
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OSPF Routers Exchange Packets - These packets are
used to discover neighboring routers and also to
exchange routing information to maintain accurate
Information about the network.

Hello packets
Database Description packets
Link-state Request packets
Link-state Update packets

Link-state Acknowledgment packets
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LINK-STATE OPERATION

Routers Exchange Hello Packets

10.5.0.0M16

If a neighbor is present,
the OSPF-enabled
router attempts to
establish a neighbor
adjacency with that
neighbor

10.8.0.0/16

Hello Packets




U Te I ko m ; School of Industrial ‘

and System Engineering

UnEF SHORTEST PATH FIRST
LINK-STATE OPERATION (CONT.)

= LSAs contain the state
and cost of each directly

1050 V16 connected link.

= Routers flood their LSAS
to adjacent neighbors.

= Adjacent neighbors
receiving the LSA
iImmediately flood the LSA
to other directly connected
neighbors, until all routers
In the area have all LSAs.

Routers Exchange LSAs

10.8.0.0/M16
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LINK-STATE OPERATION

R1 Creates the SPF Tree - BUI|d the tOpO|Ogy table

10.5.0.0116 based on the received
LSAS.

10.9.0.016 = This database eventually

10.11.0.0116 holds all the information

about the topology of the

network.

10.10.0.0116 = Execute the SPF

Algorithm.,

Topology Table 10.4.0.0/16
(LSDB)

10.8.0.0M16

. g ﬁﬁ

hy




10.2.0.0M1&
10.1.0.0/16

10.5.0.0M16

10.8.0.0M16

10.5.0.0M16
10.6.0.0M16
10.7.0.0M16
10.8.0.0M16
10.9.0.0M16
10.10.0.0M16&
10.11.0.0016

W

R1— RZ
R1—=R3
R1— R3
R1 - R3 -+ R4
R1— RZ
R1 - R3 -+ R4
R1—+R3-—+R4 +RE

22
7
15
17
a0
25
27
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LINK-STATE OPERATION (CONT.)

Content of the R1 SPF Tree

From the SPF tree,
the best paths are
Inserted into the
routing table.
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NGLE-AREA AND MULTIAREA OSPF

Single-Area OSPF
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o &3

QOSPF Area 0

= M Multiarea OSPF
R1

1 Area Area 51

= Area 0 is also called the backbone area.
+  Single-area OSPF is useful in smaller networks with few routers.

Implemented using a two-layer area hierarchy as all areas must connect to the

backbone area (area 0).
Interconnecting routers are called Area Border Routers (ABR).
Useful in larger network deployments to reduce processing and memary

overhead.
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AREA AND MULTIABEA OSPE
(CONT,)

Link Change Impacts Local Area Only

Area1 Area Area 51

Link failure affects the local area only (area 51).
The ABR (R2) isolates the fault to area 51 only.
Routers in areas 0 and 1 do not need the run the SPF algaorithm.

W
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Data Link Frame
Header

IP Packet Header

OSPF Packet
Header

OSPF Packet Type-
Specific Database

Data Link Frame (Ethernet Fields shown here)
MAC Destination Address = Multicast: 01-00-5E-00-00-05 or 01-00-5E-00-00-06

MAC Source Address = Address of sending interface

IP Packet

IP Source Address = Address of sending interface
IP Destination Address = Multicast: 224.0.0.5 or 224.0.0.6
Protocol field = 89 for OSPF

OSPF Packet Header
Type code for OSPF Packet type
Router ID and Area Id

OSPF Packet types
0x01 Hello

0x02 Database Description (DD)
0X03 Link State Request

0x04 Link State Update

005 Link State Acknowledgment

w —
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MESSAGES

CAPSULATING OSPF MESSAGES
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TYPES OF OSPF PACKETS

OSPF Packet Descriptions

Packet Name
Hello Discovers neighbors and builds
adjacencies between them
2 Database Description (DBD) Checks for database
synchronization between routers
3 Link-State Request (LSR) Requests specific link-state records
from router to router
4 Link-State Update (LSL) Sends specifically requested link-
state records
5 Link-State Acknowledgment Acknowledges the other packet
(LSAck) types

U Te I ko m ; School of Industrial
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HELLO PACKET

OSPF Type 1 packet = Hello packet:

= Discover OSPF neighbors and establish
neighbor adjacencies.

= Advertise parameters on which two routers
must agree to become neighbors.

= Elect the Designated Router (DR) and
Backup Designated Router (BDR) on
multiaccess networks like Ethernet and
Frame Relay.

’ j
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HELLO PACKET (CONT.)

OSPF Hello Packet Content

OSPF Packet OSPF Packet Type-Specific Data
Header Hello Packet

Date Link
Erame Header IP Packet Header

Bit(s): 0
E—
r Router ID
OSPF Area ID
Packet
Headers
Authentication
- Authentication
- Metwork Mask
Hello Interval Option Router Priority
OSPF Hello Dead Interval
Packets Designated Router (DR)
Backup Designated Router (BDR)
List of Neighbar(s)
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University OSPF MESSAGES

HELLO PACKET INTERVALS

OSPF Hello packets are transmitted:

* To 224.0.0.5 in IPv4 and FF02::5 in IPv6 (all OSPF
routers)

= Every 10 seconds (default on multiaccess and point-to-
point networks)

= Every 30 seconds (default on non-broadcast
multiaccess [NBMA] networks)

= Dead interval is the period that the router waits to
receive a Hello packet before declaring the neighbor
down

= Router floods the LSDB with information about down
neighbors out all OSPF enabled interfaces

= Cisco’s default is 4 times the Hello interval

Wy
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LINK-STATE UPDATES

LSUs Contain LSAs

1 Hello Discovers neighbaors and builds adjacencies between them
2 DBD Checks for database synchronization between router

3 LSR Requests specific link-state records from router to router

4 LsSU Sends specifically requested link-state records

& LSAck Acknowledges the other packet types

J

. anLsu Gnntains ane or LSA TFFE

« LSAs contain route 2 Metwork LSAs
information for destination 3 or 4 Summary LSAs
networks. 5 Autonomous System External LSAs

Multicast OSPF LSAs
Defined for Mot-So-Stubby Areas

External Attributes LSA for Border
Gateway Protocol (BGP)

9,10,11 Opague LSAs

0 =l Cn




When an OSPF router is
Initially connected to a
network, it attempts to: Establish
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OSPF OPERATIONAL STATES

Meighbor

Create adjacencies Adiacencies
with neighbors
Exchange routing

iInformation

Calculate the best

routes N Exchenga Stats
Reach convergence Databases

OSPF progresses
through several states
while attempting to
reach convergence.

Loading State
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ABLISH NEIGHBOR ADJACENCIES

c—— | 172.16.5.0 /124 e~
- -
R1 Jeilly G0N

| Down State I
[ Init State I
The Init State
Hello! My router ID is 172.16.5.1. |s there anyone else on
| thiz link?
Hello Multicast to 224.0.0.5 B

S | 172.16.5.0 /24 e — —
- -
R1 Jeill GI:)H

R2 neighbaor list:
172.16.5.1, int GO/

Hello! My router ID is 172.16.5.2 and here is my neighbor [
list. |

Unicast to 172.16.5.1 Hello
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SH NEIGHBOR "AB A ENCIES

(CONT.)

Two-Way State
S 1 172.16.56.0 /24 ey —
- -
T =00 G0
R1 neighbor list:
172.16.5.2, int Fa0/0
Two-Way State Elect the DR and BDR
S, | 17216.5.0 /24 D —
G'DICI GOr
R1 has a default priority of R2 has a default priority
1 and the second highest of 1 and the highest router
router 1D. It will be the ID. It will be the DR on
BOR on this link. this link.

DR and BDR election only occurs on multi-access networks such as Ethernet LANSs.

W .
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OSPF DR AND BDR

Creating Adjacencies With Every Neighbor

Adjacency

>

Adjacency / A
Adjacency

Adjacency
\

Adja:em\ /M@D}'

[ MNumber of Adjacencies=n(n-1)/2 ‘

Adjacency

Y

n=number of routers
Example:5 routers (5-1)/2=10 adjacencies

Wy
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NCHRONIZING OSPF DATABASE

Decide Which Router Sends the First DBD

e 1B 172.16.5.0 /24 e
R1 el G0/1
ExStart State |

becoming the master, and therefore it
prepares to send a LSDB in a DBD
packet.

| R2 has the highest router 1D, |




neering

L2 Telkomo S i,

HRONIZING OSPEBATABASE
(CONT.)

Exchange DBD Packets

< H 172.16.5.0 /24 : -
R1 G0 =0/ R2
| Exchange State I
Here is a summary of my link-state database. |
~E
DBD

Thanks for the information!

| >
LSAck
— 1 Hereis a summary of my link-state database. -
N
DED
Thanks for the information!
-
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OSPF NETWORK TOPOLOGY

Entering Router OSPF Configuration Mode on R1

Rl {config) # router ospf 10
Rl {config-router)# ?

Eouter configuration commands:
auto-cost Calculate OSFF interface cost

according to bandwidth

network Enzble routing on an IP network

i Megate a command or set its defaults

passive—-interface Suppress routing updates on an
interface

priority OEPF topology pricrity

router—-id router—id for this OSFF process

Mote: Cutput has been altered to display only the commands that will be used in this

r chapter.
| e e
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MANLITTITD IMNN
Router ID Order of Precedence

Rl {config) # router ospf 10

Rl {config-router)# router-id 1.1.1.1

% QSFF: Belcad or use "clear ip oapf procesa" command, for
this to take =ffect

Rl (config-router)# and

Rl#

*Mar 235 1%9:46:08.711: %5YS-5-CONFIG I: Configured from
console by conscle -

Yes

Router |0 explicitly
configured?

Y

Rl {config) $ interface loopback 0

Rl {config-if)4 ip address 1.1.1.1 255.255.255.255
Rl ({config-if) 4% and

Rl#

ngnhﬁf{:g};d péﬁl;faue [ Use that as the router ID. ]

Clearing the OSPF Process [

Use the highest active configured IP address. ]

Rl# clear ip ospf process

Reset ALL O5FF processes? [no]: ¥

Rl#

*Mar 25 19:46:22 425%: %0OSPF-5-ADJCHG: Process 10, Hbr
3.3.3.3 on Seriald/0/1 from FULL to DOWM, Neighbor Down:
Interface down or detachsd

*Mar 25 159:46:22.423: %0QSPF-5-ADJCHG: Process 10, Hbr
2.2.2.2 on Seriall/0/0 from FULL to DOWM, Neighbor Down:
Interface down or detachesd

—
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THE NETWORK COMMAND

Assigning Interfaces to an OSPF Area

Rl (config) # router ospf 10

Rl {config-router)4 network 172.16.1.0 0.0.0.255 area 0O
Rl (config-router) 4 natwork 172.16.3.0 0.0.0.3 area 0
Rl (config-router)# network 192 .168.10.4 0.0.0.3 area 0

El (config-routers) #
Rl#

Assigning Interfaces to an OSPF Area with a Quad Zero

Rl {config) # router ospf 10

Rl (config-router)# network 172.16.1.1 0.0.0.0 area 0
Rl (config-router)# network 172.16.3.1 0.0.0.0 area 0
Rl (config-router) 4 network 192.168.10.5 0.0.0.0 area 0

Rl (config-routerx) #
Rl#

W
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PASSIVE INTERFACE

« By default, OSPF messages are forwarded out all OSPF-
enabled intferfaces. However, these messages really only
need to be sent out interfaces connecting to other OSPF-

enabled routers.

« Sending out unneeded messages on a LAN affects the
network in three ways:
= |nefficient Use of Bandwidth
= |nefficient Use of Resources
= |ncreased Security Risk

» The Passive Interface feature helps limiting the scope of
routing updates advertisements.

U Te I ko m i«f School of Industrial >
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ONFIGURING PASSIVE INTERFACES

Configuring a Passive Interface on R1

Rl (config) ¢ router ospf 10

Rl {config-router)4 passive-interface GigabitEthernat 0/0
Rl (config-router)# and

Rl#

Use the passive-interface router
configuration mode command to prevent the
transmission of routing messages through a
router interface, but still allow that network to
be advertised to other routers.

Wy
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OSPF METRIC = COST

Cost = reference bandwidth / interface bandwidth
(default reference bandwidth is 10"8)
Cost = 100,000,000 bps / interface bandwidth in bps

Default Cisco OSPF Cost Values

Raference Default Bandwidth
Irsterface Typs Bandwidth in bps  in bps ﬂ

Gigabit Ethemet

10 Gbps 100,000,000 = 10,000,000,000 1 -

Same Cos
i i due to

?Igﬁg;t Ethemet 100,000,000 = 1,000,000,000 1 reference
bandwidtt

Fast Ethemet .

100 Mbps 100,000,000 == 100,000, 000 1 ]

Ethemet .

10 Mbps 100,000,000 == 10,000,000 10

S 100,000,000 = 1.544 000 A4

1.544 Mbps ' ' . ; 0

Serial 100,000,000 = 128,000 T&1

128 kbps

Serial !
' &4 kbps 100,000,000 = 64,000 1562
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OSPF ACCUMULATES COSTS

Cost of an OSPF route is the accumulated value from one router to the
destination network.

El# show ip route | include 172.16.2.0

0 172.16.2.0/24 [110/65] wia 172.16.3.2, 03:359:07,
Eerizl0/0/0

Rls#

El# show ip route 172.16.2.0

Routing entry for 172.16.2.0/24

Enown wviz "ospf 10", distance 1130, metric B85, tvpe intra
araes

Last update from 172.1€.3.2 on Seriald/0/0, 03:39:15 ago

Fouting Descriptor Blocks:
* 172.16.3.2, from 2.2.2.%2, 03:38:15 ago, wia Seriall/4/0

Eoute metric ia 65, traffic share count iz 1

El#

Wy
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ﬁﬁEﬁERENCE
BANDWIDTH

= Use the command - auto-cost reference-bandwidth
= Must be configured on every router in the OSPF domain
= Notice that the value is expressed in Mb/s:
= Gigabit Ethernet - auto-cost reference-bandwidth 1000
= 10 Gigabit Ethernet - auto-cost reference-bandwidth 10000

Verifying the S0/0/0 Link Cost

Rl4 show ip ospf interface serial 0/0/0
S5erial0d/0/0 is up, line protocol iz up
Internet Address 172.16.3.1/30,8rea 0,Attached via Hetwork Statement
Process ID 10,Router ID 1.1.1.1,Hetwork Type POINT TO POINT,Cost:é47
Topology-MTID Cost Digabled Shutdawn Topol ——- »-—-
0 47 no no E
Trznamit Delay is 1 sec, State POINT TC FOINT

Timer intervals configured, Hellao lﬁT Dead 40, Wait 40,

Verifying the Metric to the R2 LAN

oob-resyne timeout 40
Hello dus in 00:00:01

Supports Link-local Signaling (LL3)

Cizco HNSF helper support enabled

IETF M5F helper support enabled

Index 373, flood gueue length 0

Hext (=0 (0) /00 (0)

Last flood scan length iz 1, maximom is 1

Lazt flood =zcan time iz [ masc, maximum is 0 msec

Heighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 2.2.2.2

Suppress hello for 0 nsighbor(s)

R1#

P

Rl4 show ip route | include 172.16.2.0
o 72.16.2.0/24 [110/648) wia 172.16.3.2, 00:06:03, Seriall/0/0
Rl%
Fl4 show ip route 172.16.2.0
Routing entry for 172.16.2.0/24
Known wia "ospf 10", distance 110, metric &48, typs intra zrea
Last update from 172.16.3.2 on Seriald/0d/0, 00:06:17 ago
Routing Descriptor Elacks
* 172.1e.3.2, from 2.2.2.2, 00:06:17 ago, wia Seriall/0/0
Route metric iz EQE, traffic shars count iz 1

Rl%
Rl1%
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DEFAULT INTERFACE BANDWIDTHS

On Cisco routers, the default bandwidth on most serial interfaces is set to
1.544 Mb/s.

Verifying the Default Bandwidth Settings of R1 Serial 0/0/0

El# show interfaces serial 0/0/0 -
Earizl0/0/0 is up, line protocol iz up
Hardware iz WIC MERD Serial
Description: Link to R2
Internet address iz 172.14.3.1/30
MTU 1500 bytez, BW 1544 Kbit/sec, DLY 20000 usec,
reliazbility 2557255, txlcoad 17235, rxleoad 1/255
Encapaulation HDLZ, loopback not set
Fespalive zet (10 sec)
Last ioput 00:300:05, output J0:00:03, output hang never
Last clezring of "show interfzce" countersz never
Input gueue: 0/75/0/0 (zize/max/drops/flushes); Total

Wy
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ADJUSTING THE INYERFACE
BANDWIDTHS

Adjusting the R1 Serial 0/0/M1 Interface

Rl {config) # int s0/0/1

Rl (config-if) ¥ bandwidth &4

Rl (config-if) 4 and

Rl#

*Mar 27 10:10:07.735: %5YS-5-CONFIG I: Configured from console by o

Rl#

Rl# =how interfaces sarial 0/0/1 | include BEW
MTO 15400 bytes, BW 64 Ebit/fzec, DLY 20000 usaao,

Rl#

Rl# show ip ospf interface saerial 0/0/1 | include cost:
Frocezs ID 10, Bouter ID 1.1.1.1, Hetwork Tvpe
FOINT TO FOINT, Cost: 15625

Rl#

Wy
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VMANUALLY SETTING THE OSPF COST

Both the bandwidth interface command and the ip ospf cost interface
command achieve the same result, which is to provide an accurate
value for use by OSPF in determining the best route.

Bl (config)# int a0/0/1

Bl iconfig-if) ¥ no bandwidth 64

Rl jconfig-if) ¥ ip ocapf cost 15625

Bl (config-if) ¥ end

E

FEl4 show interface serial 0/0/1 | include BW
MTD 1500 bytes, BW 1544 Ebit/sec, OLY 20000 usec,

R1%

Fl% show ip ospf interface serial 0/0/1 | include Coat:
Process ID 10, Router ID 1.1.1.1, Hetwork Type FOINT TO POINT,
Cost: 15625 o

E

Wy




UTelkom

University

Verify that the router has formed an adjacency with
its neighboring routers.

Rl# show ip ospf neighbor

Meighbor ID FPri EState Dead Time Address Interface
3.3.3.3 0 FULL/- 0Q0:00:37 182.163.10.6 Serizald/0f0
2.2.2.2 0o FULL/- 00:00:30 172.16.3.2 Serialld/0/0

Rl#

I

School of Industr|al
and System Engineering

ERIFY OSPF

VERIFY OSPF NEIGHBORS
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VERIFY OSPF PROTOCOL SETTINGS

Verifying R1’'s OSPF Neighbors

Rl# show ip protocols

*=** TP Bouting is BNSF aware **=

Fouting Protocol is "ospt 10"
Jutgoing update filter list for all interfazces is oot
ast
Incoming update filter list for all interfaces is not
aet
Fouter ID 1.1.1.1
Humber of areas in thia router iz 1. 1 normal 0 stub 0
nesa
Maximum path: 4
Fouting for MNetworksa:
172.16.1.0 0.0.0.255 area
172.16.3.0 0.0.0.3 zarea 0
192 . 1668.10.4 0.0.0.3 area {

Fouting Information Sources:

Gateway Distance Lazt Update
2. 2.2.2 110 a0:17:18
3.3.3.3 110 Q0:14:43

Distance: (default is 110}

El#
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Verifying R1’s OSPF Process

Rl# show ip ospf —
Routing Process "ospf 10" with ID 1.1.1.1

Start time: 01:37:15.156, Time elapsed: 01:32:57.776
Supports only single TOS(T0O30) routes

Supports opague LSA

Supports Link-local Signaling {LLS)

Supports area transit capability

Supports NSSA (compatible with RFC 3101)

Event-log enabled, Maximum number of events: 1000, Mode:

cyclic

Eouter is not originating router-LSAs with maximum metric
Initial SPF schedule delay 5000 msecs

Minimum hold time between two consecutive SPFs 10000 msecs

Maximum wait time between two consecutive SPFs 10000 msecs
Incremental -SPF disabled

Minimum L3A interval 5 secs

Minimum LSA arrival 1000 msecs

L3A group pacing timer 240 secs

Interface flocod pacing timer 33 msecs

Fetransmission pacing timer 66 msecs

Mumber of external LA 0. Checksum Sum O0x000000

Mumber of opague AS LSA 0. Checksum Sum 0xz000000

Number of DChitless external and opague A5 LSA& 0

Mumber of DoNotRge external and opague AS LSA O |'|
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ERIFY OSPF INTERFACE SETTINGS

-
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Verifying R1's OSPF Interfaces

El# show ip ospf interface brief
Interface PID Arez IP BREddress/Mask Cost State BHNbra F/C

5e0/0/1 140 { 132.168.10.5/30 15625 P2P 1/1
5e0/0/0 140 ] 172.16.3.1/34 647 F2F 1/1
Gi0/0 140 ] 172.16.1.1/24 1 CR a/0

El#
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OSPFV3

OSPFv2 and OSPFv3 Data Structures

Topology | Routing Topology | Routing
Table Table Table Table

|Pvd Metwork

|PvE Metwork

Topology | Routing Topology | Routing
Table Table Table Table
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OSPFV3

Link-State Yes

Routing Algorithm SPF

Ietric Cost

Areas Supports the same two-level hierarchy

Facket Types Same Hello, DBD, LSR, LSU and LSAck packets

Meighbor Discovery | Transitions through the same states using Hello packets

DR and BDR Function and election process is the same

Router 1D 32-bit router 1D: determined by the same process in bath
protocols

Wy
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OSPFV3

Advertises IPv4 networks IPvE prefixes
Source IPv4 source address IPvG link-local address
Address
Destination Choice of; Choice of;
Address »  Neighbor IPv4 unicast »  Meighbaor IPvE link-local
address address
« 2240.05 all-OSPF-routers | « FF02:5 all-OSPFv3-routers
multicast address multicast address
« 224006 DR/BDR multicast . « FF02::6 DR/BDR multicast
address address
Advertise Configured using the network  Configured using the ipvé
Networks router configuration command ospf process-id area-id
interface configuration command
IF Unicast |Pv4 unicast routing is enabled IPwE unicast forwarding is not
Routing by default. enabled by default. The ipvé
unicast-routing global
configuration command must be
configured.
Authentication Flain text and MD5& IPvE authentication

Wy
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LINK-LOCAL ADDRESSES

OSPFv3 Packet Destination

Topology Routing Topology Routing

Table Table Table Table

Link-local
Address | Link-local Address I

IPvE Metwork

Source Address: IPvE link-local address
Destination Address: FF02::5, FF02::8, or IPv6 link-local address

FFO2::5 address is the all OSPF router address
FFO02::6 I1s the DR/BDR multicast address
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OSPFV3 NETWORK TOPOLOGY

Configuring Global-Unicast Addresses on R1

Rl (config) ¢ ipve uniecast-routing

El {config) ¢

Rl {config) # interface GigabitEthernet 0/0

Rl (config-if) ¥ description R1 LAN

Rl {config—-if) 4 ipvé address 2001:DB8:CAFE:1::1/64

Rl {config-if) # no shut

Bl (config—if)#

Rl {config-if) ¥ interface Serialo/0/0

Rl (config-if) ¥ description Link to R2

Rl ({config—-if) 4 ipvé address 2001:DB8:CAFE:A001::1/64
Rl {config-i£) 4 clock rate 128000

Rl {config-if) ¥ no shut

Bl (config—if)#

Rl (config-if) 4 interface sSerialo/o0/1

Rl (config-if) # description Link to R3

Rl (config-if) 4 ipvé address 2001:DB8:CAFE:A003::1/64
Rl {config-if) ¥ no shut

Rl {config-if) ¥ and

Rl#

Wy
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CONFIGURING OSFPV3

OSPFV3 NETWORK
TOPOLOGY (CONT.)

Steps to Configure OSPFv3

Step 1: Enable IPv6 unicast routing: ipvé unicast-routing.

Step 2: (Optional) Configure link-local addresses.

Step 3: Configure a 32-bit router ID in OSPFv3 router configuration mode using
the router-id ridcommand.

Step 4: Configure optional routing specifics such as adjusting the reference
bandwidth.

Step 5: (Optional) Configure OSPFv3 interface specific settings. For example,
adjust the interface bandwidth.

Step 6: Enable IPvE routing by using the ipvé ospf area command.




N | ] "‘
[ — Tﬂ I I(n m BB B Srhnnl Af Indiictrial
8

k14 show ipvé interface brief

Eml/ 0 [administratively down/down]
unazsigned

GigabitEthernet(/({ [up/up]
FE&(::32F7:DFF: FEAZ: DAD
2001 :CRY:CAFE:1::1

GigabitEthernet(/1 [administratively down/down]
unzzsigned

Serizl0/sAr0 [up/up]
FE&(::32F7:DFF: FE&AZ: DAD
2001 :DRE:CAFE:ADO0L::1

SEarizllsAr1 [up/up]
FE&Q: : 32F7:DFF: FEAZ : DRD
2001:CR8:CAFE:ADLO3::1

Rl#

= Link-local addresses are automatically created when an IPv6 global unicast
address is assigned to the interface (required).

= Global unicast addresses are not required.

= Cisco routers create the link-local address using FE80::/10 prefix and the
EUI-64 process unless the router is configured manually,

= EUI-64 involves using the 48-bit Ethernet MAC address, inserting FFFE in
the middle and flipping the seventh bit. For serial interfaces, Cisco uses the
MAC address of an Ethernet interface.

= Notice in the figure that all three interfaces are using the same link-local

address.

' j
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ASSIGNING LINK-LOCAL ADDRESSES

Manually
configuring the link-

Rl {config) # interface GigabitEthernet 0/0

Rl (config-if) 4 ipvé address fef0::1 link-local
El (config-if) # axit

Bl (config) # interface Seriald/o/0

Rl {config-if) 4 ipvé address fef80::1 link-leocal
Rl (config-if] ¥ axit

Rl (config) # interface Seriald/o/1

Rl (config-if) 4 ipvé address fef0::1 link-local
El{config-if)#

local address
provides the ability
to create an
address that is
recognizable and
easier to remember.

Rl# show ipvé interface brief

Emd/ 0 [adminiatratively down/down]
unzzsigned
GigabitEthernet(/0 [upfup]
FEEQ::1
2001:CRE8:CAFE:1::1
GigabitEthernet(/1 [administratively down/down]
unzzsigned
SerizlD/ Q70 [up/fup]
FEE(::1
2001 :CBRE:CAFE:ADQL::1
Seriall/ 0 1 [upfup]
FE&(::1

2001 :CB8:CAFE:AL03::1
Rl#
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Router ID Order of Precedence

32-bit router ID Yes

explicitly configured?

Loopback enabled with
IPv4 address?

Interface enabled with Yes

)

Use that as the router |0

~

IPv4 address?

Display console message:
%%0SPFv3-4-NORTRID: OSPFv3 process 1 could
not pick a router 1D, please configure manually.

B

N
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IGURING THE OSPFV3 ROUTER

1D
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IGURING THE OSPFV3 ROUTER
ID (CONT.)

Assigning a Router ID to R1

Rl (config) # ipvé router ospf 10
Rl (config-rtr) ¢
*Mar 29 11:21:53.738: %03PFv3-4-NOBTRID: Proceas OSFFv3-1-
IBvE could not pick a router-id, please configure manually
Bl (config-rtr) #
Rl (config-rtr) ¢ router-id 1.1.1.1
Rl (config—rctx=) $#
Rl (config-rtr) # auto-cost reference-bandwidth 1000
% O5PFvw3i-1-IFv6: Beference bandwidth iz changed. Plsass
enaure reference bandwidth is conaistent acrosza all routers.
Rl (config-rtr) $#
Rl {config-rtr] # and
Rl#
Rl# show ipvé protocols
IPv& Routing Protocol is "connected"
IPv& Routing Protoocol is "HDY
IPv& Fouting Protocol iz "ospf 10M
Bouter ID 1.1.1.1
Humber of areas: [0 normal, 0 stub, 0 ns=sa
Fedistribution:
None

Rl
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CONFIGURING OSFPV3

ODIFYING AN OSPFV3 ROUTER 1D

Rl {config) ¢ ipvé router ospf 10
Rl (config-rtr) $ router-id 1.1.1.1
Rl (config-rtr) # and

Rl#

Rl#4 clear ipwE ospf process
Reset =zelected O3PFv3 processss? [no]l: ¥
Rl
Rl4 show ipvé protocols
IPvE Routing Protocol is "connected”
IPw& Routing Protocol is "HDY
IPv& Routing Protoocol is “aospf 10"
Fouter ID 1.1.1.1
Humber of areas: 0 normal, 0 stub, 0 ns=a
Redistribution:

Hone
Rl
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WBEESkR GURING OsFPva
ABLlNG OSPFV3 ON INTERFACES
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Instead of using the network router configuration mode
command to specify matching interface addresses,
OSPFv3 is configured directly on the interface.

Rl ({config) ¢ interface GigabitEthernat 0/0
Rl (config-if) 4 ipvé ospf 10 area O

Rl (config—if)#

Rl (config-if) 4 interface Serialo/0/0

Rl ({config-if) 4 ipwé ospf 10 area 0O

Rl (config—if)#

Bl (config—if) 4 interface Sarialo/fo/1

Rl {config-if) 4 ipvé ospf 10 area 0

Rl (config—if)#

Rl ({config—i£) # and

Rl#

Rl# show ipvé ospf interfaces brief

Interface FID Breas Intf I Cost State WMhra F/C
Bal/ 0/l 14 0 7 156825 F2F os0
E2e0s0/0 140 0 & 547 F2F os0
G100 14 0 3 1 WAIT os0

Rl#

', j
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VVRBTEY bSPFvs
NEIGHBORS/PROTOCOL SETTINGS

Rl% ehow ipvé ospf neighbor

CEPFv3 Bouter with ID (1.1.1.1) (Proceszs ID 10)

Meighbor ID Pri State Dead Time Interface ID Interface
ool & 0 FULLS -— Q0:00:39 & Serialld/0/1
2.2,2.2 0 FULLS - 0Q0:00:3% & Serialld/0/0
R1#

rl# show ipvé protocols
IPvE Routing Protocol i=s "connectad”
IPvE& Routing Protocol 1= "MD"
IPvwE& Routing Protocol is "ospg 10"
Fouter ID 1.1.1.1
Humber of arsaz: 1 normal, 0 =stub, 0 n==a
Interfaces (Area [0):
Eariall/ 071
Esriall/ 070
GigabitEthernet(/0
Bedistribution:
Mone

Rl#
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VERIFY OSPFV3 INTERFACES

Fl¥ show ipvé ospf interface brief

Interface PID Lrea Intf ID Coat State Nbrz F/C
5e0/0/1 140 ¥ 7 L5e25S P2F 1/1
Sel/0/0 10 0 i 47 P2F 1/1
Gil/0 10 0 3 1 DR 0/0

R14
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VERIFY IPV6 ROUTING TABLE

Rl# show ipvé route ospf
IPvE Routing Table - default - 10 entries
Codes: T — Connected, L - Local, 5 - Static, U - Per-user
Etatic route
E - BGF, R — REIF, H - NHRF, Il - ISIS 11
I2 - ISIs L2, IA - ISIS interarea, IS - IEIS
summary, [ - EIGEF
EX - EIGBRP external, ND - HND Default, NDp — HD
Prefix, DCE - Destination
NDr - Redirect, O - OSFF Intrz, O0I - OSFF Inter,
OE1l - QSPF ext 1
OEZ — OSPF ext 2, OM1 - OSPF NSSA ext 1, OMZ - OSPF
MS52 asxt 2
0 2001 :CEB8:CAFE:Z2::/64 [110/657]
via FEA0::2, Berizll/0/ 0
0 Z001:CE8:CAFE:3::/64 [110/1304]
via FEA0::2, Berizll/0/ 0
0 2001:CB8:CAFE:ADQ2:: /64 [110/1294]
via FEAQ0::2, Berizll/0/ 0
El#

W
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OSPF:
For IPv4 is OSPFv2

' j

For IPvé is OSPFv3

Classless, link-state routing protocol with a default
administrative distance of 110, and is denoted in the routing
table with a route source code of O

OSPFv2 is enabled with the router ospf process-id global
configuration mode command. The process-id value is locally
significant, which means that it does not need to match other
OSPF routers to establish adjacencies with those neighbors.

Network command uses the wildcard-mask value which is the
inverse of the subnet mask, and the area-id value
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OSPF:

« By default, OSPF Hello packets are sent every 10 seconds on
multiaccess and point-to-point segments and every 30
seconds on NBMA segments (Frame Relay, X.25, ATM), and are
used by OSPF to establish neighbor adjacencies. The Dead
interval is four fimes the Hello interval, by defaul.

« Forrouters to become adjacent, their Hello interval, Dead
interval, network types, and subnet masks must match. Use
the show ip ospf neighborscommand to verity OSPF
adjacencies.

* In a multiaccess network, OSPF elects a DR to act as collection
and distribution point for LSAs sent and received. A BDR is
elected to assume the role of the DR should the DR fail. All
other routers are known as DROTHERs. All routers send their LSAS
to the DR, which then floods the LSA to all other routers in the
multiaccess network.

Wy
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OSPF:

* In multiaccess networks, the router with the highest router ID is
the DR, and the router with the second highest router ID is the
BDR. This can be superseded by the ip ospf priority command
on that interface. The router with the highest priority value is
the DR, and next-highest the BDR.

* The show ip protocols command is used to verify important
OSPF configuration information, including the OSPF process ID,
the router ID, and the networks the router is advertising.

« OSPFVv3is enabled on an intferface and not under router
configuration mode. OSPFv3 needs link-local addresses to be
configured. IPvé Unicast routing must be enabled for OSPFv3. A
32-bit router-ID is required before an interface can be enabled
for OSPFv3.

Wy
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OSPF:

« The show ip protocols command is used to verify important
OSPFv2 configuration information, including the OSPF process
ID, the router ID, and the networks the router is advertising.

« OSPFV3

« Enabled on an interface and not under router
configuration mode

« Needs link-local addresses to be configured. IPvé
« Unicast routing must be enabled for OSPFv3

« 32-bif router-ID is required before an interface can be
enabled for OSPFv3

« show ipvé protocols command is a quick way to verify
configuration information (OSPF process ID, the router ID,
and the interfaces enabled for OSPFv3)

Wy
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Thank you very much for your kind attention
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