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CHAPTER 7 : OBJECTIVES

• Explain the purpose of  VLANs in a switched network.

• Analyze how a switch forwards frames based on VLAN 
configuration in a multi-switched environment.

• Configure a switch port to be assigned to a VLAN based on 
requirements.

• Configure a trunk port on a LAN switch.

• Configure Dynamic Trunk Protocol (DTP).

• Troubleshoot VLAN and trunk configurations in a switched 
network.

• Configure security features to mitigate attacks in a VLAN-
segmented environment.

• Explain security best practices for a VLAN-segmented 
environment.



7.1 VLAN SEGMENTATION



OVERVIEW OF VLANS

DEFINISI VLAN

• A VLAN is a logical partition of a Layer 2 network.

• Multiple partitions can be created, allowing for multiple 
VLANs to co-exist.

• Each VLAN is a broadcast domain, usually with its own IP 
network.

• VLANs are mutually isolated and packets can only pass 
between them via a router.

• The partitioning of the Layer 2 network takes place inside a 
Layer 2 device, usually via a switch.

• The hosts grouped within a VLAN are unaware of the VLAN’s 
existence.



OVERVIEW OF VLANS

DEFINISI VLAN (CONT.)



VLAN

• Virtual LAN : Kumpulan networking device di dalam BC 
yang sama secara logical (virtual)

• Membuat vlan berbarti membuat Broadcast domain 
baru



OVERVIEW OF VLANS

KEUNTUNGAN VLAN
• Security (mengisolasi trafik berdasarkan vlan)

• Cost reduction

• Better performance (Load balancing)

• Mengkontrol broadcast domains

• Improved IT staff efficiency

• Simpler project and application management

• Memudahkan perpindahan device di tempat baru hanya
mengganti port switch saja



OVERVIEW OF VLANS

JENIS VLAN
• Data VLAN

• Default VLAN

• Native VLAN

• Management VLAN



JENIS VLAN

• Statik VLAN

• Statik vlan berdasarkan port

• Dilakukan secara manual untuk assign port ke VLAN

• Disebut juga sebagai Port-based VLAN

• Dynamic VLAN

• Berdasarkan MAC address PC

• Switch secara otomatis assign port ke vlan

• Masing2 port bias menjadi lebih daru satu member vlan

• Untuk konfigurasinya diperlukan sottware VMPS (VLAN 
Membership Policy Server)



PEMBUATAN VLAN
• Mode Konfig

• MTK-DS1(config)#vlan 100

• MTK-DS1(config-vlan)#name Dosen

• MTK-DS1(config-vlan)#vlan 200

• MTK-DS1(config-vlan)#name Mahasiswa

• Vlan database
• MTK-DS2#vlan database 

• MTK-DS2(vlan)#vlan 100 name Dosen
• VLAN 100 added:

• Name: Dosen

• MTK-DS2(vlan)#vlan 200 name Mahasiswa
• VLAN 200 added:

• Name: Mahasiswa



PEMBUATAN VLAN
• Interface switchport

• UMY-AS3(config)#interface fa0/23

• UMY-AS3(config-if)#switchport mode access 

• UMY-AS3(config-if)#switchport access vlan 100

• UMY-AS3(config-if)#vlan 100

• UMY-AS3(config-vlan)#name Dosen



OVERVIEW OF VLANS

JENIS VLAN (LANJ.)



OVERVIEW OF VLANS

VOICE VLANS (CONT.)



TRUNGKING

Access Port Trunk Port

Hanya mampu mengenali 1 vlan Dapat melakukan carrier multiple 

vlan

Digunakan oleh end-device Digunakan oleh point to point 

antara dua switch, antara router 

dengan switch atau switch dengan

server

Tidak peduli dengan vlan

membership, hanya sebagai

member broadcast domain 

tertentu

Mampu memuat trafik multiple vlan

dari vlan 1 sampai 1005 pada satu

waktu



VLANS IN A MULTI-SWITCHED ENVIRONMENT

VLAN TRUNKS

• A VLAN trunk carries more than one VLAN.

• A VLAN trunk is usually established between switches so same-
VLAN devices can communicate, even if physically 
connected to different switches.

• Cisco IOS supports IEEE802.1q, a popular VLAN trunk protocol.



VLANS IN A MULTI-SWITCHED ENVIRONMENT

VLAN TRUNKS (CONT.)



VLANS IN A MULTI-SWITCHED ENVIRONMENT

CONTROLLING BROADCAST DOMAINS WITH 
VLANS

• VLANs can be used to limit the reach of broadcast frames.

• A VLAN is a broadcast domain of its own.

• A broadcast frame sent by a device in a specific VLAN is 
forwarded within that VLAN only.

• VLANs help control the reach of broadcast frames and their 
impact in the network.

• Unicast and multicast frames are forwarded within the 
originating VLAN.



FRAME TAGGING

• Untuk memastikan komunikasi antar member vlan yang 
sama di switch yang berbeda membutuhkan metode
frame tangging di trunk link

• Tag ditambahkan sebelum frame dikirimkan dan
diremote saat diterima disisi trunk link

• Frame tagging hanya terjadi di trunk link

• VLAN ID digunakan oleh switch untuk mengetahui
semua frame melalui trunk link

• Dua trunking protocol yang bertanggung jawab untuk
proses frame tagging:
• Inter-switch link (ISL)

• IEEE 802.1Q



FRAME TAGGING
ISL IEEE 802.1Q

Cisco Proprietary Open Standar, Kita dapat

menggunakan switch vendor 

manapun

Bekerja di Ethernet, Token Ring, 

FDDI

Hanya bekerja di Ethernet

Menambahkan 30 byte tagging Hanya menambahkan 4 byte 

kedalam frame aslinya

Semua VLAN di tagged Tidak seperti ISL, 802.1Q tidak

mengenkapsulasi frame,tetapi

memodifikasi eksisting frame untuk

menambahkan vlan id

Frame tidak di modifikasi Frame dari default vlan 1 tidak di 

tagged

Support vlan number 1-1005 Support vlan number 1-1005



VLANS IN A MULTI-SWITCHED ENVIRONMENT

TAGGING ETHERNET FRAMES FOR VLAN 
IDENTIFICATION

• Frame tagging is the process of adding a VLAN identification  
header to the frame. 

• It is used to properly transmit multiple VLAN frames through a 
trunk link.

• Switches tag frames to identify the VLAN to that they belong. 
Different tagging protocols exist; IEEE 802.1Q is a vey popular 
example.

• The protocol defines the structure of the tagging header 
added to the frame.

• Switches add VLAN tags to the frames before placing them 
into trunk links and remove the tags before forwarding frames 
through nontrunk ports.

• When properly tagged, the frames can transverse any 
number of switches via trunk links and still be forwarded within 
the correct VLAN at the destination.



VLANS IN A MULTI-SWITCHED ENVIRONMENT

TAGGING ETHERNET FRAMES FOR VLAN 
IDENTIFICATION



VLANS IN A MULTI-SWITCHED ENVIRONMENT

NATIVE VLANS AND 802.1Q TAGGING

• Frames that belong to the native VLAN are not tagged.

• Frames received untagged remain untagged and are placed 
in the native VLAN when forwarded.

• If there are no ports associated to the native VLAN and no 
other trunk links, an untagged frame is dropped.

• In Cisco switches, the native VLAN is VLAN 1, by default.



VLANS IN A MULTI-SWITCHED ENVIRONMENT

VOICE VLAN TAGGING



2.2 VLAN IMPLEMENTATIONS



TOPOLOGI



VLAN ASSIGNMENT

VLAN RANGES ON CATALYST 
SWITCHES

• Cisco Catalyst 2960 and 3560 Series switches support over 
4,000 VLANs.

• VLANs are split into two categories:

• Normal range VLANs

• VLAN numbers from 1 to 1,005

• Configurations stored in the vlan.dat (in the flash memory)

• VTP can only learn and store normal range VLANs

• Extended Range VLANs

• VLAN numbers from 1,006 to 4,096

• Configurations stored in the running configuration (NVRAM)

• VTP does not learn extended range VLANs



VLAN ASSIGNMENT

CREATING A VLAN



VLAN ASSIGNMENT

ASSIGNING PORTS TO VLANS



VLAN ASSIGNMENT

ASSIGNING PORTS TO VLANS 
(CONT.)



VLAN ASSIGNMENT

CHANGING VLAN PORT MEMBERSHIP



VLAN ASSIGNMENT

CHANGING VLAN PORT MEMBERSHIP (CONT.)



VLAN ASSIGNMENT

DELETING VLANS



VLAN ASSIGNMENT

VERIFYING VLAN INFORMATION



VLAN ASSIGNMENT

VERIFYING VLAN INFORMATION (CONT.)



VLAN ASSIGNMENT

CONFIGURING IEEE 802.1Q TRUNK LINKS



VLAN ASSIGNMENT

RESETTING THE TRUNK TO DEFAULT STATE



VLAN ASSIGNMENT

RESETTING THE TRUNK TO DEFAULT STATE (CONT.)



VLAN ASSIGNMENT

VERIFYING TRUNK CONFIGURATION



DTP (DYNAMIC TRUNKING 
PROTOCOL)



DYNAMIC TRUNKING PROTOCOL

INTRODUCTION TO DTP

• Switch ports can be manually configured to form trunks.

• Switch ports can also be configured to negotiate and 
establish a trunk link with a connected peer.

• The Dynamic Trunking Protocol (DTP) manages trunk 
negotiation.

• DTP is a Cisco proprietary protocol and is enabled, by default, 
in Cisco Catalyst 2960 and 3560 switches.

• If the port on the neighbor switch is configured in a trunk 
mode that supports DTP, it manages the negotiation.

• The default DTP configuration for Cisco Catalyst 2960 and 3560 
switches is dynamic auto.



• Digunakan untuk negosiasi status trunking

• Default switch menjalankan dynamic auto, sehingga
ketika dua switch dihubungkan tidak langsung menjadi
trunk. Salah satu switch harus disetting manual trunk 
atau dynamic desirable



DYNAMIC TRUNKING PROTOCOL

NEGOTIATED INTERFACE MODES

• Cisco Catalyst 2960 and 3560 support the following trunk 
modes:

• Switchport mode dynamic auto

• Switchport mode dynamic desirable

• Switchport mode trunk

• Switchport nonegotiate



VLAN TRUNKING
PROTOCOL (VTP)



VTP

• Advertise informasi konfigurasi VLAN

• Maintenance konsistensi konfigurasi VLAN melalui
domain administrative

• Mengirimkan advertisement hanya melalui trunk



VTP Server VTP Client VTP Transparet

Create/Modify/Delete 

VLANs

Yes No Only local

Synchronizes itself Yes Yes No

Forwards advertisements Yes Yes Yes



• Semua switch telah memiliki informasi vlan yang sama. 
Sekarang control manajemen VLAN ada di VTP server, 
sehingga apabila ada penambahan atau
pengurangan, VTP transparent dan VTP client akan
mengikuti VTP Server.



ETHER CHANNEL



ETHER CHANNEL

• Adalah sebuah teknik antar switch dengan switch 
(switch to switch) yang memberikan beberapa layanan
link secara multipleks melalui port-port switch pada fast 
atau gigabit Ethernet ke satu jalur logical

• Ether channel dapat melalukan kombinasi dua, 
empat,atau delapan port (tergantung daripada
platform switch) menjadi satu link logical link yang 
terhubung dan dapat juga sekaligus sebagai redundant 
link



TROUBLESHOOTING VLANS AND TRUNKS

IP ADDRESSING ISSUES WITH VLAN

• It is a common practice to associate a VLAN with an IP 
network.

• Because different IP networks only communicate through a 
router, all devices within a VLAN must be part of the same IP 
network to communicate.

• The figure displays that PC1 cannot communicate to the 
server because it has a wrong IP address configured.



TROUBLESHOOTING VLANS AND TRUNKS

MISSING VLANS
• If all the IP addresses mismatches have been solved, but the 

device still cannot connect, check if the VLAN exists in the 
switch.



TROUBLESHOOTING VLANS AND TRUNKS

INTRODUCTION TO TROUBLESHOOTING 
TRUNKS



TROUBLESHOOTING VLANS AND TRUNKS

COMMON PROBLEMS WITH TRUNKS
• Trunking issues are usually associated with incorrect 

configurations. 

• The most common type of trunk configuration errors are:

1. Native VLAN mismatches

2. Trunk mode mismatches

3. Allowed VLANs on trunks

• If a trunk problem is detected, the best practice guidelines 
recommend to troubleshoot in the order shown above.



TROUBLESHOOTING VLANS AND TRUNKS

TRUNK MODE MISMATCHES

• If a port on a trunk link is configured with a trunk mode that is 
incompatible with the neighboring trunk port, a trunk link fails 
to form between the two switches.

• Use the show interfaces trunk command to check the status 
of the trunk ports on the switches.

• To fix the problem, configure the interfaces with proper trunk 
modes.



TROUBLESHOOTING VLANS AND TRUNKS

INCORRECT VLAN LIST

• VLANs must be allowed in the trunk before their frames can be 
transmitted across the link.

• Use the switchport trunk allowed vlan command to specify 
which VLANs are allowed in a trunk link.

• Use the show interfaces trunk command to ensure the correct 
VLANs are permitted in a trunk.



1.3 VLAN SECURITY AND DESIGN



ATTACKS ON VLANS

SWITCH SPOOFING ATTACK

• There are a number of different types of VLAN attacks in 
modern switched networks; VLAN hopping is one example. 

• The default configuration of the switch port is dynamic auto.

• By configuring a host to act as a switch and form a trunk, an 
attacker could gain access to any VLAN in the network.

• Because the attacker is now able to access other VLANs, this is 
called a VLAN hopping attack.

• To prevent a basic switch spoofing attack, turn off trunking on 
all ports, except the ones that specifically require trunking.



ATTACKS ON VLANS

DOUBLE-TAGGING ATTACK

• Double-tagging attack takes advantage of the way that 
hardware on most switches de-encapsulate 802.1Q tags.

• Most switches perform only one level of 802.1Q de-
encapsulation, allowing an attacker to embed a second, 
unauthorized attack header in the frame.

• After removing the first and legit 802.1Q header, the switch 
forwards the frame to the VLAN specified in the unauthorized 
802.1Q header.

• The best approach to mitigating double-tagging attacks is to 
ensure that the native VLAN of the trunk ports is different from 
the VLAN of any user ports.



ATTACKS ON VLANS

DOUBLE-TAGGING ATTACK (CONT.)



ATTACKS ON VLANS

PVLAN EDGE
• The Private VLAN (PVLAN) Edge 

feature, also known as protected 
ports, ensures that there is no 
exchange of unicast, broadcast, 
or multicast traffic between 
protected ports on the switch.

• Local relevancy only.

• A protected port only exchanges 
traffic with unprotected ports.

• A protected port does not 
exchange traffic with another 
protected port.



DESIGN BEST PRACTICES FOR VLANS

VLAN DESIGN GUIDELINES

• Move all ports from VLAN 1 and assign them to a not-in-use 
VLAN

• Shut down all unused switch ports.

• Separate management and user data traffic.

• Change the management VLAN to a VLAN other than VLAN 
1. (The same goes to the native VLAN.)

• Ensure that only devices in the management VLAN can 
connect to the switches.

• The switch should only accept SSH connections.

• Disable autonegotiation on trunk ports.

• Do not use the auto or desirable switch port modes.



CHAPTER 7: SUMMARY

This chapter:

• Introduced VLANs and their types

• Described the connection between VLANs and broadcast 
domains

• Discussed IEEE 802.1Q frame tagging and how it enables 
differentiation between Ethernet frames associated with distinct 
VLANs as they traverse common trunk links.

• Examined the configuration, verification, and troubleshooting of 
VLANs and trunks using the Cisco IOS CLI and explored basic 
security and design considerations.
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